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Background

The History of Remote Communication Protocols
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Background

Introduction to Hop
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Protocol Overview 

Three Inner Sub-Protocols
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1 - Secure Transport for Unreliable Traffic 

TCP
UDP

SSH Hop

Application

Security

Transport

IPNetwork

Remote Access

Tubes

Transport

Connection

Userauth

Transport

2 - Simple Cryptographic Protocol

3 - Privacy and Confidentiality

4 - Post-Quantum Security

5 - Trustworthy Host Identification

6 - Extensible Client Verification

7 - Constrained Environment Support

8 - Secure Credential Delegation
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Motivation

Req. 1 - Secure Transport for Unreliable Traffic
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UDP vs TCP

❌ Three-way TCP handshake

✅ Roaming

✅ Intermittent connectivity

✅ Fast session resumption

✅ Ideal for transmission of small amounts of data at a time (IoT)

✅ Tunneling of UDP-based protocols

✅ Enable native support of UDP-based applications (e.g., Mosh)

❌ TCP over TCP slowdown

❌ Port scanning
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Motivation

Req. 2 - Simple Cryptographic Protocol
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[RFC4254]

[RFC4252]

[RFC4253] SSH Handshake
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Motivation

Req. 3 - Privacy and Confidentiality
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- Old protocol versions 

- Weak keys 

- Small keys 

- Duplicated keys 

- Weak cryptography

21700 compromised servers

Findings of potential vulnerabilities:
With only 52 public keys, 3 usernames, ports 22 and 2222
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Motivation

Req. 4 - Post-Quantum Security
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+

Natural Institute of Standards and Technology
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Hop Transport

Building a Handshake

12

✓ Low network round-trips 

✓ No cryptographic agility or sequences numbers 

✓ Not discoverable to scanners 

✓ Post-Quantum secure (forward secrecy)

Noise Protocol Framework

- Describes a series of handshake patterns 

- To create secure communication protocols 

- Based on Diffie-Hellman key exchange

PQNoise

- Post-Quantum adaptation of Noise 

- Replaces DH by NIST standardization of ML-KEM
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Hop Transport

Hop PQNoise Adaptation
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Client
Server

e = ephemeral
s = static

-> Encaps(skem), ekem, skem 
<- Encaps(ekem), Encaps(skem)

PQNoise IK

<- skem 

-> Encaps(skem), ekem, s 
<- Encaps(ekem), s, DH(ss)

Hop

Why?
- Diffie-Hellman keys 32bytes vs ~ 800bytes
- We don’t require PQ authentication (NIST)

Out of band Static ML-KEM key

<- skem
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Hop Transport

Hop Noise Extension
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-> e 
<- e, DH(ee), s, DH(es) 
-> s, DH(se)

Noise XX
-> ekem 
<- Encaps(ekem), cookie 
-> e, ekem, cookie 
<- e, DH(ee), s, DH(es) 
-> s, DH(se)

Cookie: To prevent denial of service amplifier (Req. 1)

Hop

-Mutual authentication  

-Static public key transmission
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Hop Transport

Hop Discoverable and Hidden Modes
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Client

Client Request

Server Response

Transport Messages

Hop Hidden

Server

= derivation of the final symmetric keys

Client Server

Client Hello

Server Hello

Client Ack

Server Auth

Client Auth

Transport Messages

Hop Discoverable
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Hop Transport 

PQ Handshake Comparison

16

Assessing the Overhead of Post-Quantum Cryptography in TLS 1.3 and SSH 

Client Hello

Server Hello

Client Ack

Server Auth

Client Auth

Transport Messages

Hop Discoverable

ServerClient 0 vs 4

3 vs 8

2 vs 4
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Evaluation

Session Establishment
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• Time to establish a new session and execute a command 

• Round-trips:  

• 5 Hop Hidden,  

• 6 Hop Discoverable,  

• 12 SSH  (No PQ) 

• Significant improvement due to Hop’s handshake

Server 2

Server 1Server 3
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Protocol Overview 

Three Inner Sub-Protocols
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Motivation

Req. 5 - Trustworthy Host Identification
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No

“Users do not understand the warnings about 
changed host keys and even for experts, 
verifying the keys is too cumbersome to do 
reliably.” Tatu Ylönen

There is a need in having a reliable way of identifying the server

Certificates with a chain of trust
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Hop Transport

Hop Automatic Certificate Management Environment
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HopRequest Leaf Hop Request Leaf

Client Leaf

Server Leaf

Hop Handshake

Root Hop Cert

Intermediate  
Hop CertSigns

Leaf Hop CertSigns

Signs

Root



Paul Flammarion - February 2nd, 2026 UC Irvine Security Seminar

Motivation

Req. 6 - Extensible Client Verification
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1. SSH lacks built-in mechanisms for verifying keys/identity shared out-of-band 

2. Clients should never expose private keys, even when delegating actions 

Private Key

Public Key

Paul’s Organization

❌

❌

❌

Attacker

Does Paul allow me to 
clone his repository?

“YES”



Paul Flammarion - February 2nd, 2026 UC Irvine Security Seminar

Transport
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+ login.paul.com

Request 
Hop Cert

Get 
Hop Cert + identifier

Use Hop Cert + identifier

Hop Client Identification with Web Login
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Motivation

Req. 7 - Constrained Environment Support
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No ASN.1 or X.509
Hop

- Flexibility 

- Inherent complexity
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Hop Tubes

Tube Abstraction
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Command Execution

Reliable Port Forwarding

UnReliable Port Forwarding

Port Forwarding Control

Muxer

Hop

How QUIC speeds up all web applications - Medium Post By Frank Orozco
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Hop Tubes

Loss Recovery and Congestion Control
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Loss Recovery & Congestion Control Mechanisms

Reliable File Transfer

Hop data Some more Hop data Too much Hop data!

Bye Hop data…
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Motivation

Req. 8 - Secure Credential Delegation 
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Jump Server

Private Key

Public Key

Compromised
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Hop Remote Access

Delegation & AuthGrant
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Who,
what,

to whom,

and when?
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Hop Remote Access

Hop Authorization Grant Protocol
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Hop session establishment

Principal Delegate Target

Intent request

Hop session establishment
proxied by delegate in tube

Intent confirmation

Intent confirmation

Intent communication

Auth. Grant session establishment

Get User
Approval

Start Hop
Client

Intent
Confirmation

Connection proxied by host

Authorization Grant message

Session establishment 

Auth. Grant input / validation

2

3

4

5

6

7

Start Hop
Client

1
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Overview

Protocol Requirements
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Secure Transport for Unreliable Traffic Simple Cryptographic Protocol Privacy and Confidentiality

Post-Quantum Security Trustworthy Host Identification Extensible Client Verification

Constrained Environment Support Secure Credential Delegation

ML-KEM
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Takeaways

Hop: A Modern Transport and Remote Access Protocol
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• We defined 8 design requirements to support today’s needs 

• We introduce Hop, a three-layer protocol as a secure SSH alternative 

• We evaluate Hop’s reference implementation under real-world conditions

We hope that our work prompts conversation on the future of server remote access
Paul Flammarion 

paul.f@uci.edu

Questions? github.com/hop-proto/hop-go


