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The History of Remote Commmunication Protocols
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SSH Vulnerabilities Over Time

Background
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Introduction to Hop

Background

TELNET = Ssh < SSH % Hop

[ J COMMUNICATIONS SECURITY
'll”
Telnet, 1970s SSH-1, 1995 SSH-2, 2006 Hop, 2026
Developed for ARPANET Tatu Ylonen Internet Engineering Task Force Research Community
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Three Inner Sub-Protocols

Protocol Overview _
Protocol Requirements

SSH 8 - Secure Credential Delegation
p
Aobplication Connection Remote Access
PP - / - Constrained Environment Support
"""""""""" Userauth . 6 - Extensible Client Verification
Security Transport 5 - Trustworthy Host Identification
___________________ \ L 4 - Post-Quantum Security
s ’ ' 3 - Privacy and Confidentiality
Transport TCP
_ 2 - Simple Cryptographic Protocol
g
Network 1 - Secure Transport for Unreliable Traffic
. .
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Three Inner Sub-Protocols

Protocol Overview _
Protocol Requirements

SSH

8 - Secure Credential Delegation

AppliCation Connection Remote Access 3

/ - Constrained Environment Support

"""""""""" Userauth | |--- "o 6 - Extensible Client Verification

Security Transport 5 - Trustworthy Host Identification
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Transport TCP
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Req. 1 - Secure Transport for Unreliable Traffic

Motivation

XK Three-way TCP handshake
X Port scanning
X TCP over TCP slowdown
Roaming
U D P VS TC P Intermittent connectivity
Fast session resumption
|deal for transmission of small amounts of data at a time (loT)
Tunneling of UDP-based protocols

Enable native support of UDP-based applications (e.g., Mosh)
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Three Inner Sub-Protocols

Protocol Overview _
Protocol Requirements

SSH

8 - Secure Credential Delegation

Appl ication Connection Remote Access 3

/ - Constrained Environment Support

"""""""""" Userauth | |--- "o 6 - Extensible Client Verification

Security Transport 5 - Trustworthy Host Identification

Transport 1

4 - Post-Quantum Security

! A 3 - Privacy and Confidentiality
Transport TCP
g ) [ UbP ] 2 - Simple Cryptographic Protocol
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Req. 2 - Simple Cryptographic Protocol

Motivation

Client MitM Server

Snd Rcv Snd Rcv
) [...]

KEXDHINIT: g*

Terrapin Attack: Breaking SSH Channel Integrity
By Sequence Number Manipulation

KExDHREPLY: g, pky, Sig

2 1 « 1 2
Fabian Baumer, Marcus Brinkmann, and Jorg Schwenk, Ruhr University Bochum EXTINFOy *
https://www.usenix.org/conference/usenixsecurity24/presentation/baumer S 22 NEWKEYS
z 2 3 < 2 2
& NEWKEYS
. 2 4 > 3 2
£ \
SSH g EXTINFOgpryer
. 3 3
- X |
- N A= SERVICEREQUEST: ssh-userauth
o _ | | 2 3 4 > 4 3
Application Connection RFC4254 4 4 SERVICEACCEPT ‘4
_________________ Userauth | - [RFC4252] o SSH Authentication Protocol .
) SSH Connection Protocol R
Security Transport [RFC4253] < SSH Handshake | \/ /
\ _J
Figure 6: Rogue Extension Negotiation Attack on AsyncSSH:
Transport [ TCP ] The MitM injects a malicious extension information message
________________________________ before the key exchange completes and deletes the server’s
EXTINFO message to account for the change in sequence
Network [ IP ] numbers. This attack relates to the generic extension down-

grade attack in Section 5.2.
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Req. 3 - Privacy and Confidentiality

Motivation

Catch-22: Uncovering Compromised Hosts using SSH Public Keys

A deeper understanding of SSH:
Results from Internet-wide scans

Cristian Munteanu Georgios Smaragdakis
Oliver Gasser, Ralph Holz, Georg Carle Max Planck Institute for Informatics Delft University of Technology

Technische Universitdt Miinchen . . oo
Faculty of Informatics Anja Feldmann Tobias Fiebig

Chair for Network Architectures and Services Max Planck Institute for Informatics Max Planck Institute for Informatics
Email: {gasser,holz,carle} @net.in.tum.de

Findings of potential vulnerabilities:
With only 52 public keys, 3 usernames, ports 22 and 2222

- Old protocol versions

- Weak keys 21700 compromised servers
- Small keys

- Duplicated keys

- Weak cryptography
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Req. 4 - Post-Quantum Security

Post-quantum Cryptographic Analysis of SSH

Benjamin Bencina Benjamin Dowling
Royal Holloway, University of London, UK King’s College London, UK
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Post-quantum WireGuard
September 25, 2023

FIPS 203
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Key-Encapsulation Mechanism Standard

A Comprehensive Survey on Post-Quantum TLS

4

Nouri Alnahawi? ©®, Johannes Miiller'** @, Jan Oupicky® ©® and

Alexander Wiesmaier?

Category: Computer Security Subcategory: Cryptography

! University of Luxembourg, Esch-sur-Alzette, Luxembourg
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3 LORIA, Nancy, France
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QUIC Protocol with Post-Quantum
Authentication

Manohar Raavi, Simeon Wuthier, Pranav Chandramouli, Xiaobo Zhou, and
Sang-Yoon Chang

University of Colorado, Colorado Springs, USA
Department of Computer Science
{mraavi ,swuthier,pchandra,xzhou, schang2}©uccs .edu
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Building a Handshake

Hop Transport

Noise Protocol Framework

2 slack €)

WIREGUARD

v’ Low network round-trips

v¥" No cryptographic agility or sequences numbers

v’ Not discoverable to scanners - Describes a series of handshake patterns

- To create secure communication protocols
v’ Post-Quantum secure (forward secrecy)

- Based on Diffie-Hellman key exchange

PQNoise

- Post-Quantum adaptation of Noise

- Replaces DH by NIST standardization of ML-KEM
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Hop PQNoise Adaptation

Hop Transport
PQNoise IK “ Hop
Out of band Static ML-KEM key
<- skem / <- skem
-> Encaps(skem), ekem,|skem -> Encaps(skem), ekem, s
<- Encaps(ekem), Encaps(skem) <- Encaps(ekem),'s, DH(ss)
e = ephemeral Client - Diffie-Hellman keys 32bytes vs ~ 800bytes

B _ Why?
s = static Server - We don’t require PQ authentication (NIST)
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Hop Noise Extension

Hop Transport
$& Hop
Noise XX

-> ekem
-> e <- Encaps(ekem), cookie
<- e, DH(ee), s, DH(es) -> e,/ ekem, cookie
-> s, DH(se) <- e, DH(ee), s, DH(es)

-> s, DH(se)

- Mutual authentication
Cookie: To prevent denial of service amplifier (Req. 1)

- Static public key transmission
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Hop Discoverable and Hidden Modes

Hop Transport

Client ‘ ‘ Server Client ‘ ‘ Server

Client Request : Client Hello :

> : —_—

Server Response : ‘w Server Hello :

: N mm—

? ? ? ? - Client Ack :

: E  —

Server Auth .
——

Client Auth :
— :

" 1

Hop Hidden Hop Discoverable

?? = derivation of the final symmetric keys
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[ Client ] [ Server ]

reserrreenmmsssreemmmssssssereammesbog TCP SYN R S— :
i Pre-computed > i  Pre-computed
.. PQPublicKey | TCP SYN-ACK i ..PQ PublicKey
-
H h k SSH Handshake Starts == Protocol Version >
P anasnakKe comparison S s FrtocaVeseio
PN '?rz;s;ria?er_Pr;ogl ___________________________________
Hop Transport ’ 4 SSH_MSG_KEXINIT SSH_MSG_KEXINIT
P ’ Ephemeral PQ L Supported and Preferred —J
4 Key Generation PQ Cryptographic Primitives
’ :
. P : .
Client Server Ovs4 . Ephemeral PQ Public Key SSH_MSG_KEXPQ_INIT p| o Encapsuationwith
P L . Client’s PQ Public Key
T T PN Ephemeral PQ Public Key
. . PN ’ PQ Ciphertext
- n P PQ Shared Secret
. . ’ PQ Decapsulation of '
. - pELation < SSH_MSG_KEXPQ_REPLY ;
. - P ¢ received PQ Ciphertext L e e PQ Sign of Hash
Il I = == = = = ? Il I H = = = = = = = =E BB =N N = = 1 Il I = == = = = = Exchange HaSh
E Client Hello E PQ Shared Secret L Signature of Hash
n ’ - PQ Verify of Hash
- . SSH_MSG_NEWKEYS R
i Server Hello i SSHv2 Key Schedule < SSH_MSG_NEWKEYS SSHv2 Key Schedule
E E {SSH_MSG_SERVICE_ACCEPT}
: Client Ack e - __ 4
- . - - Authentication Protocol I{SSH MSG_USERAUTH_REQUEST)
] — ] - e — —
[ L] m - - >
BN OB BN BN BN BN B G B BN BN BN BN B BN BN BN BN BN BN B B B B B W E Em o m m s mw ™ = LPQ public key algorithm name
. . PQ public key (blob)
Server Auth {SSH_MSG_USERAUTH_PK_OK}
. . PQ public key (blob) from the request
: Client Auth - 2 4 PQ Sign :
. . VS {SSH_MSG_USERAUTH_REQUEST} >
- ' n - public key for authentication
. - signature | PQ Verify
<—| {SSH_MSG_USERAUTH_SUCCESS}
: : - e e e e — . — —— —— — — —— — — — — — — — — — e — — — — — — — — —
- - ----------- Connection Protocol :
. . SSH Handshake Ends == <—| {SSH_MSG_CHANNEL_OPEN_CONFIRMATION}
E E * o0 >
. - <
" . : PQ KEM Operation : PQ Authentication Operation ~ {} : Encrypted message

Figure 2: Post-Quantum SSH Handshake Overview
HOp Dlscoverable Assessing the Overhead of Post-Quantum Cryptography in TLS 1.3 and SSH
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Server 1
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Session Establishment °

Evaluation

i

Time to establish a new session and execute a command

S 25 220 mmm Hop-D
ouna-trips: L S0 2.05 B Hop-H
5 Hop Hidden, o SSH

| N 1.5 1.18
6 Hop Discoverable, S 0.93 1.1 —
o 1.0 5=.,0.78
12 SSH (No PQ) S
= 0.5 -
Significant improvement due to Hop’s handshake 0-0° Europe Asia USA
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Three Inner Sub-Protocols

Protocol Overview _
Protocol Requirements

SSH 8 - Secure Credential Delegation
4 )
Application wonnection 7 - Constrained Environment Support
"""""""""" Userauth | |--- 6 - Extensible Client Verification
Security Transport 5 - Trustworthy Host Identification
___________________ \ ) 4 - Post-Quantum Security
! A 3 - Privacy and Confidentiality
fransport e [ UDP ] 2 - Simple Cryptographic Protocol
L y graphic Protoco
___________________ ( \
Network P 1 - Secure Transport for Unreliable Traffic
N y
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Req. 5 - Trustworthy Host Identification

Motivation

SSH Key Management Challenges and
Requirements

Do Users Verify SSH Keys?

Tatu Ylonen
University of Helsinki and SSH Communications Security
ylo@ ssh.com

-— — PN — - - -

~ ssh root@ " compute.amazonaws.com -p 32774 | “Users do not understand the warnings about

The authenticity of host '[ .compute.amazonaws.com]:

0]1:32774)" can't be established. | changed host keys and even for experts,
ED25519 key fingerprint is: SHA256:e9yjdPTWoJtIiBTx43wOwcPEvy _ Verifying J[he keyS iS t00 CumberSOme to dO

This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? I re|iab|y.” Tatu Y/C')'l’)e/?

here is a need In having a reliable way of identifying the server

Certificates with a chain of trust
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Hop Automatic Certificate Management Environment

Hop Transport

Root

Root Hop Cert
l Signs
In ate a
rt

termedi
Hop Ce
Request Leaf w Request Leaf

EXETI

Signs Leaf Hop Cert Hop Handshake p
-
D Client Leaf

<
Server Leaf
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Req. 6 - Extensible Client Verification

Motivation

Paul’s Organization / E Attacker
X €
“YES,’ E ﬁ

=3

EXXTI

1. SSH lacks built-in mechanisms for verifying keys/identity shared out-of-band

2. Clients should never expose private keys, even when delegating actions

* % % X

w
0
Does Paul allow me to
clone his repository?

»®

~® Private Key
~® Pubic Key
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Hop Client Identification with Web Login

Transport

a + [ogin.paul.com

-~

Request Get
Hop Cert Hop Cert + identifier

=3

D Use Hop Cert + identifier
M
d
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Req. 7 - Constrained Environment Support

Motivation

No ASN.1 or X.509

Z. Durumeric, J. Kasten, M. Bailey, and J. A. Halderman. Analysis
of the https certificate ecosystem. In ACM Internet Measurement
Conference, 2013.

C. Brubaker, S. Jana, B. Ray, S. Khurshid, and V. Shmatikov. Using
frankencerts for automated adversarial testing of certificate valida-
tion in ssl/tls implementations. In IEEE Symposium on Security and
Privacy, 2014.

K. Kleine and D. E. Simos. Coveringcerts: Combinatorial methods
for x. 509 certificate testing. In IEEE International conference on
software testing, verification and validation (ICST), 2017.

- Flexibility

- Inherent complexity

§% Hop

Y. Chen and Z. Su. Guided differential testing of certificate validation
in ssl/tls implementations. In /0th Joint Meeting on Foundations of
Software Engineering, 2015.

C. Tian, C. Chen, Z. Duan, and L. Zhao. Differential testing of cer-
tificate validation in SSL/TLS implementations: an rfc-guided ap-

proach. ACM Transactions on Software Engineering and Methodol-
ogy, 2019.

H. Sardeshmukh and D. Ambawade. A DTLS based lightweight au-
thentication scheme using symmetric keys for Internet of Things. In
International Conference on Wireless Communications, Signal Pro-
cessing and Networking, 2017.

D. Kumar, Z. Wang, M. Hyder, J. Dickinson, G. Beck, D. Adrian,
J. Mason, Z. Durumeric, J. A. Halderman, and M. Bailey. Tracking
certificate misissuance in the wild. In IEEE Symposium on Security

and Privacy, 2018.
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Field Size (bytes)
Certificate Protocol Version 1
Certificate Type 1
Reserved 2
IssuedAt 8
ExpiresAt 8
Public Static Identity Key 32
Parent Certificate Fingerprint 32
ID Chunk Size 2
ID Chunk 4-512
ID Block 4-256
ID Block Size 1

ID Type 1

ID Label Size 1

ID Label 1..253
Parent Signature 64
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Three Inner Sub-Protocols

Protocol Overview _
Protocol Requirements

SSH

8 - Secure Credential Delegation

AppliCation Connection Remote Access 3

/ - Constrained Environment Support

"""""""""" Userauth | |--- e 6 - Extensible Client Verification

Security Transport 5 - Trustworthy Host Identification

Transport 1 4 - Post-Quantum Security

! A 3 - Privacy and Confidentiality
Transport TCP
_ ) [ UbP ] 2 - Simple Cryptographic Protocol
( N
Network P 4~ secure Transport for Unreliable Traffic
\_ J
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Tube Abstraction

Hop Tubes

H Té- P Request gg;l\-";r Muxer

Q U IC Request QUIC
Server
g

How QUIC speeds up all web applications - Medium Post By Frank Orozco

Command Execution

1l

TCP Connection
Reliable Port Forwarding

* % % %

UnReliable Port Forwarding
O---------------‘

Port Forwarding Control

Oo———

UDP Connection
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Loss Recovery and Congestion Control

Hop Tubes

Hop data Some more Hop data Too much Hop data!

Reliable File Transfer

* % % %

Loss Recovery & Congestion Control Mechanisms
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Three Inner Sub-Protocols

Protocol Overview _
Protocol Requirements

SSH

8 - Secure Credential Delegation

Application Connection Remote Access

/ - Constrained Environment Support

"""""""""" Userauth | |--- 6 - Extensible Client Verification

Security Transport 5 - Trustworthy Host Identification
___________________ \ - ) ~ [ Transport 4 - Post-Quantum Security
! A 3 - Privacy and Confidentiality
Transport TCP
g ) [ UDP ] 2 - Simple Cryptographic Protocol
( )
Network P 1 - Secure Transport for Unreliable Traffic
\_ J
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Req. 8 - Secure Credential Delegation

Motivation

The Case For Secure Delegation

Dmitry Kogan, Henri Stern, Ashley Tolbert, David Mazieres, and Keith Winstein

Stanford University

Figure 1: ssh-agent forwarding vs. Guardian Agent

Jump Server s

0 Allow use of key /home/alice/.ssh/id_rsa?
Key fingerprint SHA256:qwLY8d0Ok KayuxPNR7HDa8M43elZ65V/
TKJyzVvMICYQ.

R i
X % %

-—>

Gancel OK

(a) Current ssh-agent forwarding: when granting permission, the user
doesn’t know the identity of the delegate, the commands the delegate will
run, or the server it will run them on.

0 Allow alice@aws to run ‘git-fetch-pack alice/private-repo’
on git@gitlab.com?

Private Key

Cancel OK

4

Public Key
(b) With Guardian Agent, the user has explicit control over the who, what,

and to whom of the delegated authority, and can approve each execution
individually (the when). The system works with existing OpenSSH servers.
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Delegation & AuthGrant

Hop Remote Access

Would you like to

Who, | allow
what, | to run the command '
‘ as alice
to whom, on
and when? from Wed Apr 9 16:03:28 EDT 2025
until Wed Apr 9 16:04:28 EDT 20257
Yes
Y - Y
Principal \ Delegate ( (\ Target
N
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Hop Authorization Grant Protocol

Hop Remote Access
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(_ O Connection proxied by host <—>» Session establishment

e&—>» Authorization Grant message @ = ----- » Auth. Grant input / validation

Delegate

Start Hop . _
Client Hop session establishment

> € >

@ Start Hop

Intent request Client @
_--- |€ o «--

Get User
Approval

Hop session establishment
proxied by delegate in tube

@ - |« C >
Intent communication
@ ¢ O > ---.
Intent confirmation
< CO ¢ <

Intent confirmation

® >
Auth. Grant session establishment

@ |« >
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Protocol Requirements

Overview
CIi:ant | | Se:ver |
" 1
Secure Transport for Unreliable Traffic Simple Cryptographic Protocol Privacy and Confidentiality
. |_’ Intermediate
IVI L' KE IVI o Hop Cert + login.paul.com
Signsl_> Leaf Hop Cert
Post-Quantum Security Trustworthy Host |dentification Extensible Client Verification
Field | Size (bytes)
p - ( \ R e
m%g&k sze 4'255’ X \V/ _ 0 A
et
Constrained Environment Support Secure Credential Delegation
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Hop: A Modern Transport and Remote Access Protocol

Takeaways

We defined 8 design requirements to support today’s needs

We introduce Hop, a three-layer protocol as a secure SSH alternative

We evaluate Hop’s reference implementation under real-world conditions

Paul Flammarion

We hope that our work prompts conversation on the future of server remote access paul.f@Quci.edu

Questions? qithub.com/hop-proto/hop-go

Paul Flammarion - February 2nd, 2026 UC Irvine Security Seminar



